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Abstract Digitalization of the petroleum industry entails a greater inter-
connection between Information Technology (IT) and Industrial Automation
and Control Systems (IACS), and has lead to an increased attack surface.
To mitigate the consequences of incidents and to ensure a safe operation, the
industry uses preparedness exercises. Previously, these exercises have con-
cerned safety-related incidents. Today, digitalization requires the industry to
also exercise security incidents, especially incidents that are directed towards
IACS. While the need for more detailed guidelines in the area of cyber secu-
rity and IACS has been explicitly called for by the industry, few guidelines
are currently available. We aimed to lessen this shortcoming by investigating
descriptions of events to use in exercises, known as scenarios. This project
investigated what characterizes a scenario to be realistic and expedient for
preparedness exercises on cyber attacks against IACS in the petroleum in-
dustry, with a focus on tabletop exercises. Based on data collected through
interviews, a list of criteria that characterize such scenarios was created. The
list was validated and approved by respondents from two different operator
companies. The results highlight the importance of basing the scenario on
today’s threat landscape, making the scenarios plausible, and design the sce-
nario such that it leads to a challenging tabletop exercise which also gives a
sense of empowerment for the participants.

Key words: cyber security, incident response, incident handling, CERT,
CSIRT, ISAC

Andrea Neverdal Skytterholm
SINTEF Digital, Trondheim, Norway, e-mail: andrea.skytterholm@sintef.no

Guro Hotvedt

Watchcom, Oslo, Norway, e-mail: gurohotvedt@gmail.com

1

Author version. Accepted for publication in Cyber Science 2022, Cardiff, 
Wales 20-21st June 2022. Copyright (c) Springer



2 Skytterholm & Hotvedt

1 Introduction

The potential of severe damage being caused by oil and gas [13] has caused
the petroleum industry to always focus on training and exercises [21]. Con-
sequences of accidents may be loss of human lives, damage to equipment,
environmental damage, and economic losses [13]. It is imperative that the
industry does everything possible to avoid such situations.

Systems responsible for the operation of industrial processes in the petroleum
industry are called Industrial Automation and Control Systems (IACS). IACS
refers to a collection of hardware, software, and personnel that can influence
or affect the reliable operation of an industrial process, as well as the safety
and security of the process [8]. Originally, these systems were designed to
work in a closed environment [19]. With the ongoing digitalization, IACS
are now connected to Information Technology (IT), which are systems that
control digital information and are connected to the Internet [7]. This inter-
connection reduces costs of operations, increases efficiency, and opens new
possibilities, such as remote access to offshore platforms [19]. Despite these
positive outcomes, an increased attack surface with new risks and threats
arise when IACS are exposed to the Internet [6]. Among these new threats
are cyber attacks [6] that attempt to gain unauthorized access to a computer,
computing systems, or computer networks to cause damage [16]. Today, an
attacker can perform a cyber attack against a platform that may lead to
physical consequences [6].

Threats and risks can be categorized as safety or security. Safety focuses
on securing against unintentional events, such as faults in the systems, while
security focuses on securing against intentional events. Training of personnel
and preparedness exercises are used to increase safety and security, and also to
uncover defects or omissions. Previously, the focus of training and exercises
in the petroleum sector has been safety. However, the digitalization of the
sector, has increased the industry’s need to address security-related incidents
in their training and exercise program as well. Threats compromising security
and IACS components are relatively new in the industry. Hence, the industry
needs guidelines on how to best develop and conduct exercises in this area.
A report published in 2020 by DNV GL for the Petroleum Safety Authority
Norway (PSA) states that the industry lacks clear and concise guidelines
for this, which was the motivation for our project. Besides, they state that
existing guidelines are not comprehensive and that there is a desire for new
guidelines in the area of cyber attacks against IACS [6].

Our research has focused on the description of events to use in exercises,
known as scenarios. This paper will attempt to answer what scenarios are
expedient and realistic for tabletop exercises related to cyber attacks against
IACS in the petroleum industry. Concretized this means which criteria must
be evaluated in order to categorize a scenario as expedient and realistic.
In this paper, we define expedient scenarios as scenarios that give a valuable
learning outcome for the participants. Realistic scenarios revolve around using
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scenarios that could happen and hence are important to prepare for. The
criteria and scenarios resulting from this research can be used by the industry
to prepare for potential cyber attacks against IACS. This paper is based on
the work conducted in our master’s thesis [18].

The rest of the paper is structured as follows. Section 2 present related
work. The method used for this study is described in section 3. Section 4
presents the findings from the interviews, the list of criteria and a brief de-
scription of the scenarios that were developed based on findings from the
interviews. Section 5 discuss the results and Section 6 concludes the paper
and provides directions for future work.

2 Background

When working with cyber security and incident management, companies need
to follow a holistic approach. This approach includes conducting several ac-
tivities to prepare, handle, and learn from different types of attacks. ISO
27035 is one of several standards describing this approach and is designed for
incident management of information security events. Most of these standards
recommend that companies perform training and exercise in the prepared-
ness phase. Preparedness exercises are therefore a vital part of mitigating the
risk and consequences of incidents.

Today, companies in the petroleum industry often use functional exer-
cises, including penetration testing and red-team exercises, as preparedness
exercises for cyber incidents [6]. These exercises focus on testing one part of
a system or one process in the organization. In the report from DNV GL
it is specified that today, these exercises mostly focus on the IT network,
whereas IACS is not included to a desirable extent [6]. In our research, we
chose to focus on another type of exercise, tabletop exercises. These require
fewer resources compared to other exercises like functional and full-scale exer-
cises, and can also include a larger sample of participants. When conducting
tabletop exercises, the participants are presented with a given scenario that
describes an unwanted situation. They then discuss how they would solve
the situation. Well-designed scenarios are a necessity for making realistic and
expedient tabletop exercises.

To understand how to best develop and use scenarios in a tabletop exer-
cise, we studied existing literature searching for recommended characteristics,
criteria, and recommendations for scenarios. As the findings for scenarios to
be used in tabletop exercises regarding cyber attacks against IACS were lim-
ited, characteristics for scenarios to use in other types of exercises were also
included. In addition, we included characteristics for tabletop exercises in
general, along with characteristics for scenarios not targeting cyber attacks
against IACS. Several articles, reports, guides, and a master thesis has been
studied and are used as references. In the following subsections, we present
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the results separated in how to develop a scenario, characteristics of individ-
ual scenarios, and characteristics of a tabletop exercise.

2.1 Scenario Development

Kukk writes in her master thesis that the scenario should be developed to
reflect reality [14], and The Norwegian Water Resources and Energy Direc-
torate (NVE) emphasizes in their guide on training and exercise the impor-
tance of making the scenario realistic [10]. To do so, NVE, The Norwegian
Directorate for Civil Protection (DSB), and The Norwegian Digitalization
Agency (DigDir) address in their guides some recommendations on what to
base the scenarios on [10, 20, 1]. NVE and DSB suggest basing the scenario
on previous situations [10, 20]. DSB elaborates that previous situations can
be used as valuable sources of inspiration [20]. According to NVE, scenar-
ios may be based on risk assessments, the threat landscape, and experiences
(both internal and external) [10]. The experiences can be from previous ex-
ercises, accidents, incidents, or other unwanted situations. This may help
describe a scenario the company considers as a real threat [3, 10]. DigDir
also highlights risk assessments [1]. In addition, other companies’ exercises
or actual incidents are addressed as areas to base the scenarios on and that
these can be used to adapt required training ahead of the exercise. However,
DigDir specifies that the content does not need to be based on something
that previously has happened, as this challenges the participants’ ability to
improvise.

The authors of a report concerning a scenario method for Crisis Inter-
vention and Operability analysis (CRIOP) mention that basing a scenario
on previous situations that have occurred on installations in the North Sea
will make the scenarios realistic as the participants know it has happened
before [9].

In 2013, the Norwegian Defence Research Establishment (FFI) published
a method for the development of scenarios to games and exercises. The focus
of the report is to describe a method for structured scenario development. In
this report, FFI addresses that it often is expedient to split a larger scenario
into smaller, time-limited phases or episodes, called vignettes. In this way,
the participants of an exercise can focus on particular tasks or threats [11].

NVE also states that it will be expedient to present more extensive exer-
cises in several parts and have inputs from the playbook, which again will
require the scenario to be more complex [10]. They further elaborate that the
scenario may start with a backdrop before proceeding to the first part of the
exercise with low intensity. The intensity could then propagate and increase
through the scenario and exercise such that it reflects a realistic situation [10].
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2.2 Characteristics of a Scenario

In the studied literature, we found several characteristics that could be used
to categorize a scenario as realistic and expedient. Relevant is the first char-
acteristic, and is highlighted by NSM, NVE, DigDir, FFI, and Louis van der
Merwe [2, 10, 1, 11, 12]. NSM addresses that the scenario should contain
sufficient information to be valuable and relevant [2].

The next characteristic found in the literature is plausible. According to
NSM in their fundamental principles and a report from FFI, plausible means
that the scenario is realistic and what the scenario describes can become a
reality [2, 11]. FFI also specifies that the scenario must not necessarily be the
most probable event to be plausible. The future is unpredictable, and history
shows that major unforeseen changes may occur [11].

According to the literature, the scenario should also be short and concise
to be well-designed. This characteristic is supported by both DigDir and in
a publication on training and exercise for IT plans, and capabilities by the
National Institute of Standards and Technology (NIST) [1, 5].

In the CRIOP report, the authors present a list of criteria that should be
taken into consideration when selecting scenarios for their scenario analysis.
This list addresses, among others, five characteristics we want to highlight
as they are relevant for our research. These characteristics are feasibility,
acceptance, hazard potential, specificity, and complexity [9].

By feasibility, the authors elaborate that the scenario must be physically
possible to conduct. Acceptance involves the scenario being accepted as possi-
ble among the participants, while the hazard potential characteristic specifies
that the scenario has the potential to cause major accidents or installation
damage. The characteristic of specificity is crucial for scenarios [9]. Specificity
means that the scenarios must be specific for the installation which will play
out the scenario, and thus must be adapted to the operator’s systems [9].
Complexity, the last characteristic CRIOP presents, says that the scenario
should be made complex enough to stress the participants. Some keywords
they further present are simultaneous operations/incidents, extensive com-
munication, and the fallacy of multiple safety barriers [9].

The literature highlights the importance of the scenario being credible.
This is supported by both DigDir and FFI [1, 11]. FFI further specifies that
a credible scenario is achieved through the involvement of and anchoring
with stakeholders, among other things [11]. In addition, they specify that
the scenario could achieve credibility through a transparent process. The
transparent process connects the goals and guidelines of working with the
scenario to the actual content in a concise, coherent, and traceable manner.
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2.3 Characteristics of a Tabletop Exercise

The literature presents two characteristics of how to design an expedient
tabletop exercise that gives a valuable learning outcome. The exercise and
the scenario should both create a sense of empowerment and challenge the
participants.

Gleason mentions in his article that tabletop exercises should motivate the
exercise participants [4]. This aspect is supported by Patrick and Barber, and
NVE. Patrick and Barber address that the exercise should be a positive expe-
rience and provide a solid learning and training value to the individuals and
organizations involved in the exercise [15]. Creating a sense of empowerment
for the participants will ensure that it is a positive experience and provides a
solid learning outcome and training value for both the participants and the
exercising company [15]. NVE also addresses that the participants need to
experience mastery during the exercise [10].

Further, NVE emphasizes that the scenario should lead to an exercise that
is challenging for the participants [10]. DSB and van der Merwe support this
recommendation [20, 12]. NVE elaborates that making the exercise challeng-
ing contributes to giving intensity to the exercise. It may be expedient to
follow an intensity curve during the scenario. The scenario can start with
a backdrop telling a short background for the scenario before proceeding to
the first phase with low intensity. The intensity can then increase during the
scenario and exercise. The intensity should reach its top at the end of the
exercise before it decreases and the exercise is declared finished [10].

3 Method

To answer what scenarios are expedient and realistic for tabletop exercises
related to cyber attacks against IACS in the petroleum industry, and which
criteria must be evaluated in order to categorize a scenario as expedient and
realistic, we conducted interviews with eight respondents. The respondents
are described in Tab. 1. In addition, we searched the databases NTNU Oria
and Google Scholar for existing research and criteria regarding how to develop
and design scenarios for cyber attacks against IACS to be used in tabletop
exercises. We were not able to retrieve any specific results from these searches
and have then focused our research on data collected from interviews.

The goal of this study was to help operator companies in the oil and gas
industry to conduct more exercises on the topic of cyber attacks against
control systems. When selecting interviewees for the study, it was therefore
important to include respondents from several operator companies. However,
we also wanted information regarding what scenarios that needs exercise,
and as operating companies might not be willing to share information about
potential threats and challenges, we also chose to gather information from
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other parties that has a relation and insight to the industry. Table 1 presents
the description of the interviewees and the companies they work for. In total
ten people from eight different companies and authority organizations were
interviewed.

Data saturation was used to determine how many interviewees we needed
for our study. Data saturation is the concept of collecting data until the re-
searcher reaches a point where no new information is retrieved [17]. Through-
out our study, we used this concept as a measure of when enough interviews
were conducted. Once the interviews no longer gave us new information, we
carried out a small number of interviews before ending the interview process
to ensure we had reached data saturation.

The interviews were semi-structured, and we used an interview guide to
ensure that we covered the main topics of concern, and to keep track of time.
During the interview, we let the interviewees speak freely, and asked follow-
up questions where appropriate. The interview guide used in this project can
be found in Appendix A.

We were two people conducting the interviews, and both took notes during
the session. Directly after each interview, we had a brief sum up to talk
about the interview and the results. This way, we kept lost information to
a minimum, despite not recording the interview sessions. Within a couple of
days after the interview, we fine-tuned the notes to get a better overview of
the results.

In Real World Research, Robson stresses the need for a systematic anal-
ysis of qualitative data [17, p. 465]. In our research, we used the thematic
coding approach. Thematic coding is flexible and can be used for all types
of qualitative data [17, p. 476]. When all of the interviews were conducted,
we started with familiarizing with the data through reading and re-reading
the summaries from interviews and the literature review. This way, we could
see patterns. We then started to label similar data extractions with the same
code to categorize the data. Further, the codes were grouped into larger
groups, called themes. The whole process of thematic coding was iterative,
so the phases were visited and revisited several times. In the last phase we
developed a thematic network to clarify connections between the identified
themes. This phase was the actual analysis of the data, and here we searched
to understand what the structured data told us and how it related to the
research questions. We did not use any software analyzing tool to code the
data, we used a regular document and highlighting with different colours.

Based on the analysis of the collected data and information from the exist-
ing literature, we created a list of criteria that could be used to characterize a
scenario as realistic and expedient for a tabletop exercise. In a second round
of semi-structured interviews with respondents from two of the operators,
we asked them to validate the criteria as realistic and expedient for tabletop
exercises on cyber attacks against IACS.
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Role Company Description Interviewees

Supplier Large global supplier that deliv-
ers control systems to several in-
dustries all over the world

Two interviewees: One IT
expert and one expert on
control systems

Operator Large international company.
Among the largest operators on
the Norwegian continental shelf

IT security expert

Operator Another large international com-
pany. Also among the largest op-
erators on the Norwegian conti-
nental shelf

Expert in engineering and
control systems, works
with barrier management

External party This company is an international
company with expertise in risk
assessment and quality assurance

Expert in risk assessment
for safety

External party National IT-security company Expert on control systems
and cyber security

Authority State-owned. Responsible for re-
quirements and follow-ups for
safety, work-environment, and
readiness in the petroleum sector

Chief engineer responsible
for cyber security

Computer emer-
gency response
team for the indus-
try

Organization that work as a sup-
port for the entire power indus-
try both in preventive work and
in handling incidents

Two interviewees: Head of
the organization and an
expert on prognosis and
analysis, with exercise ex-
perience from other set-
tings

Supplier/Operator The interviewee previously
worked for a global supplier
company that delivers control
systems to several industries all
over the world. The operator
company, that the interviewee
now works for, is a large in-
ternational company, which is
among the largest operators on
the Norwegian continental shelf

Expert in system integra-
tion, HMI and PLCs. The
interviewee has also expe-
rience with maintenance
of IACS systems, and is
now responsible for barri-
ers for cyber security.

Table 1: Interviewee and company profile
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4 Results

This section presents the results of the study conducted in [18]. Findings
from interviews and background material were used to create a list of criteria
that characterize a realistic and expedient scenario for tabletop exercises
concerning cyber attacks against IACS in the petroleum industry. The criteria
were used in a previous study to create eight different example scenarios
[18]. The scenario themes along with a brief description are presented in this
chapter. The following subsections present an overview of the most prominent
results from the interviews as well as the criteria and the example scenarios.

4.1 Interview Findings

When conducting this study, there had been few known attacks against IACS
in the petroleum industry and other related industries. According to the in-
terviewees, the lack of known incidents results in the industry not consider-
ing attacks against IACS as likely and hence not realistic enough. Scenarios
describing attacks against IACS are thus usually considered to have a low
probability. Still, they need to be properly exercised because of the signifi-
cant consequences. Developing scenarios that feel realistic for the participants
seems to be a challenge but basing them on previous incidents increases the
degree of realism according to findings from the interviews.

Findings from the interviews also show that scoping down the scenario
may result in better exercises that are realistic and expedient. This thought
was shared amongst several of the interviewees.

The interviewees highlighted the importance of having correct technical
details for the scenario. If the scenario had incorrect technical details, it could
make the scenario less realistic. If this was the case, the participants might
argue the incorrect technical details and not the intended discussion areas.
This could lead to a weaker learning outcome for the exercise. In addition,
the scenario could be seen as an incident that is not possible or relevant for
their systems because of the wrong details.

Other feedback from the interviews was that the description of the scenario
must be unambiguous, simple, and precise. There cannot be any room for
different interpretations among the participants. The description should also
be well explained and justified to make the scenario more realistic. Having a
realistic and well-justified scenario will make it easier for the participants to
adapt the scenario and perform a solid exercise.

Some interviewees mentioned that the scenario alone is not enough to
accomplish a successful exercise. They pointed to the difficulties of adapting
the scenario into an exercise and then use the depth of a scenario expediently.
Adding a note to the developed scenarios with input to an exercise plan was
suggested by one interviewee as a solution on how to lessen these difficulties.
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The note may include the purpose of the exercise, recommended participants,
samples of important areas to ask questions, and some examples of relevant
questions to ask during the exercise. In other words, the attached note is
supposed to be an input to the playbook used during the exercise.

4.2 List of Criteria

Based on the interviews and findings from the literature, we created a list of
criteria for realistic and expedient scenarios for tabletop exercises. The list
is created for tabletop exercises regarding IACS and the petroleum industry,
but most elements are general and will fit scenarios in other industries with
other focuses as well. The criteria for the scenarios are presented in Tab. 2.

Out of the 21 criteria, we would like to highlight six of them: the impor-
tance of basing the scenario on today’s threat landscape, adapt the scenario
to the operator’s systems and have the correct technical details, have a plau-
sible scenario, present the scenario in multiple parts where appropriate, and
make the scenario such that it both challenges as well as creates a sense of
empowerment for the participants of the exercise. The importance of these
highlighted criteria will be elaborated in Sec. 5. Additionally we would like to
discuss ”unambiguous” as this was a bit unexpected to us before we started
the interviews.

Criterion Explanation

Plausible Should be realizable such that the described
incident could become a reality.

Credible The participants believe in the scenario.

Based on today’s threat
landscape

This could be done by basing the scenario
on threat assessments, previous incidents, risk
analyzes, or the operator’s experiences. The
experiences can either be of earlier exercises,
accidents, or other unwanted incidents.

Adapted to the operator’s
systems and have correct
technical details

Should only contain details that are correct
and relevant to the company.

No potential to shut down
the platform

Shutting down an entire platform is a highly
complex and challenging task and should be
avoided.

Fit the participants’
knowledge level

E.g., control room operators are typically
skilled workers and do not have the expertise
in cyber security. Hence, the scenarios for cy-
ber attacks against IACS should not require
such competence.
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Unambiguous All participants should have the same under-
standing and interpretation of the scenario.

Concise Should be precise and not give too much in-
formation. However, it should provide enough
information for the participants to understand
the input given during the exercise.

Consistent Something happening in one place in the sce-
nario must not exclude something happening
in another place in the scenario.

Hazard potential Should have potential to cause larger accidents
or installation damage.

Define targeted assets One should determine which assets the attack
affects, both directly and indirectly. For in-
stance, when under a ransomware attack, the
IT systems may be assets directly affected,
while a company’s reputation may be indi-
rectly affected.

Presented in multiple
parts where appropriate

At the beginning of an incident, things may be
chaotic and confusing, but you get more and
more available information as time passes. The
scenario should also reflect this chaotic start
and the availability of information.

Includes the source of the
attack and how it was de-
tected

E.g., the malware got into the systems by
phishing and was discovered by the SOC.

No defined end When discussing the scenario, the decisions
made during the exercise define the outcome
of the incident. Hence, the end should not be
predefined.

All participants can con-
tribute

The scope and theme for the scenario should
enable all present participants to have the op-
portunity to contribute.

Trigger discussion and co-
operation

Should be complex enough, so the scenario
needs to be discussed among different partici-
pants, which leads to cooperation.

Challenging Should challenge the participants in the same
way that an actual incident would.

Creates a sense of empow-
erment

All participants should feel a sense of empow-
erment during an exercise using the scenario.
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Not known to the partici-
pants in advance

The scenario description should not be known
to the participants in advance. However, the
participants should be given the theme of the
scenario in advance so they can make the nec-
essary preparations.

Fulfills the exercise’s pur-
pose, goals, form, and
scope

The scenario should be adjusted to fit the pur-
pose, goal, and form of the exercise without
expanding the scope.

Relevant plans are avail-
able

Relevant plans, such as preparedness plans
and response plans, should be made available
ahead of the exercise. By having these plans
available, the participants may use them as a
reference or guide during the exercise.

Table 2: Criteria for a realistic and expedient scenario. Explana-
tions of the criteria are given in the second column.

4.3 Example Scenarios

Using these criteria, we developed eight example scenarios for the industry
regarding cyber attacks against IACS. We want to present the themes and a
brief description of them in this paper to show how the criteria could be used
in practice. The scenarios are presented in Tab. 3, while the full descriptions
and information about the scenarios can be found in our project preceding
this paper [18].

Theme of scenario Brief description

Ransomware The industrial control systems are en-
crypted and locked. Furthermore, the attack-
ers threaten to shut down the core generator
if the ransom is not paid.

Attack with USB stick en-
abling 4G

An inside attack where a technician connects
a 4G dongle that enables 4G connection. This
allows the attacker to connect to internal net-
works via this 4G connection.

Supply chain attack with
information gathering

The SOC is notified that data is attempted to
be sent to an IP address that is not defined in
the firewall. It turns out that spyware has en-
tered through a backdoor in a new component
from a vendor.



Criteria & Scenarios: Tabletop Exercises on Cyber Attacks Against IACS 13

Disconnection of detectors Three control room operators observe that the
gas detectors stop responding. They investi-
gate further and assume it is a technical error.
It is then informed by the SOC that they are
under a cyber attack.

IACS insider attack The SOC detects that data is being sent
through a port that is not normally in use.
The port has been opened by an employee
who comes from a high-risk country. The em-
ployee has been threatened by actors in the
home country to open the port.

Industrial Internet of
Things

Attackers have changed the data the land or-
ganization receives from the IIoT units. The
land organization thus makes decisions based
on incorrect data.

Access to IACS via Re-
mote Support

A compromised supplier logs on the con-
trol systems with remote access through 2FA.
The attackers have installed malware on the
provider’s computer so that the attackers also
get a connection when the supplier logs on to
the operator’s systems.

Disruption of Safety Sys-
tems

An employee smells some gas odor and no gas
detectors in the actual area have made a noti-
fication about such an event. A compromised
update of the fire and gas system has lead to
an increase in the limit for acceptable gas lev-
els.

Table 3: Themes and brief descriptions of the developed scenarios
from [18] which are based on the developed criteria.

5 Discussion

In this section, we discuss and justify what scenarios are expedient and realis-
tic for tabletop exercises related to cyber attacks against IACS. This includes
which criteria to evaluate to categorize a scenario as expedient and realistic.
The justification will be based on findings from the literature as well as the
interviews. We will justify the six highlighted criteria from the results and
explain why these criteria should be fulfilled to develop a well-designed sce-
nario.
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We chose to highlight these six criteria as we believe they are essential for
making a scenario realistic and expedient. Not all of the criteria from the list
are relevant for all types of scenarios to use in tabletop exercises. However,
we believe the six highlighted criteria should be present for any scenario as
they improve the exercise value.

The first criterion we highlighted in our results was to base the scenario
on today’s threat landscape. Basing the scenario on today’s threat landscape
contributes to a realistic scenario that has a hold in the real world. The
literature suggests several ways to fulfill this criterion [3, 10, 9, 1].

We believe that basing a scenario on threat assessments could be a wise
starting point for the companies. Even if the threat introduced in the threat
assessment is considered small, it is still present, and one cannot ignore it or
argue that it is unrealistic. Basing the scenario on previous incidents increases
the realism as is it proven that it has happened before. Findings from the
interviews also show that basing the scenario on previous incidents increases
the degree of realism of the scenario. As the industry may struggle to see the
realism in cyber attacks against IACS due few attacks against these systems,
we were advised to use this approach. Besides, it can also be used to determine
areas that should be included in future exercises. Experiences from previous
accidents and unwanted incidents may indicate how the company wants a
given scenario to be handled and what kind of events they are exposed to.

The second criterion, to adapt the scenario to the operator’s systems and
have correct technical details, helps to make the scenario realistic and expe-
dient. The scenario could lose its value if it is not adapted to the operator’s
systems or have correct technical details. Both information from interviews
and the literature highlight this criterion.

According to the interviewees, participants might argue on incorrect tech-
nical details instead of discussing the intended topic areas, which may weaken
the outcome of the exercise. Besides, the scenario may be seen as something
that is not possible or relevant for their systems because of the wrong de-
tails. The exercise may not be expedient if the scenario is not adapted to the
exercising company’s systems as they do not get to exercise on their specific
systems. This criteria is also supported in the CRIOP report [9].

We have added the plausible criterion to increase a scenario’s realism. A
scenario describing an incident that could not become a reality, hence, is not
plausible, would be hard for the participants to find realistic and challenging
to accept. The importance of having a plausible scenario is confirmed by both
findings from the literature [2, 11, 12] and the interviews. In the interviews,
the interviewees focused on having a scenario that has a hold in the real world
to make the scenario realistic for the participants.

To make the exercise feel more realistic, the scenario description can be
divided into multiple parts [11, 10]. We have included this criterion as we
find it expedient to follow when a larger or more complex scenario should be
exercised. This criterion may be expedient if the participants should discuss
several tasks or threats during a tabletop exercise. A scenario presented this
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way may increase the realism and expediency of the exercise, and the par-
ticipants may get a feeling of how an actual incident would have progressed.
Because of this, we have included it as a criterion in our list and highlighted
it for this paper.

For the scenario to give a valuable learning outcome and hence be ex-
pedient, it needs to challenge the participants [20, 10, 12]. Therefore, we
have included and highlighted a criterion on this aspect. For the exercise to
challenge the participants, the scenario needs to do so as well. Using a sce-
nario that challenges the participants may make the exercise more expedient.
Actual incidents would likely challenge the participants and the exercising or-
ganization, and the scenario should also do so.

In addition, to challenge the participants, we have added a criterion on
creating a sense of empowerment among the participants. This is included as
we believe that the scenario may become more expedient by fulfilling it. If
the participants do not feel a sense of empowerment, they might lose interest
in the exercise and not see the value of conducting it [10, 4, 15].

Operator companies could use the list of criteria to ease the planning and
creation of new exercises. We believe that tabletop exercises, which demand
fewer resources than other commonly used exercise types, could help increase
the number of exercises conducted by the industry. Respondents from two
operator companies have validated the criteria as criteria that contribute to
a realistic and expedient scenario for tabletop exercises. One can therefore
presume that the criteria will help when creating scenarios that are realistic
and expedient for tabletop exercises on cyber attacks against IACS.

Lastly we would like to discuss the criteria ”unambiguous”. During the
interviews one of the interviewees mentioned a situation where some gas
detectors had been unavailable for 17 hours. The operators had suspected
that this was due to the weather conditions, however, it turned out that it was
a result of a technical error. When creating the criteria, we therefore thought
it would be good to have scenarios that could be interpreted in different
ways. However, the interviewees stated that this may lead the exercise in
an undesired direction, and that it may be confusing for the participants.
Real life situations may be unambiguous at a first glance, but in an exercise
situation, the time is limited, and the desired learning outcome and goal
might be affected by spending too much time on confusing elements.

6 Conclusion

In this paper, we have studied what characterizes an expedient and realistic
scenario for a tabletop exercise, with the focus on scenarios related to cyber
attacks targeting IACS. The conducted research were carried out in a project
preceding this paper [18]. The authors of the report from DNV GL in 2020,
Training and Exercise, commissioned by PSA [6], identified the lack of guide-
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lines for exercises focusing on cyber attacks against IACS today which was
used as the motivation for our project.

To answer what characterizes an expedient and realistic scenario, we have
developed a list of criteria presented in Sect. 4.2. Along with this list, we
presented eight example scenario topics together with a brief description that
were based on these criteria to show how the criteria could be taken into
use. Six highlighted criteria were then justified in Sect. 5. By following these
criteria when developing scenarios for a given exercise the industry confirmed
through interviews that the criteria could lead to realistic and expedient
scenarios. Hence, this list answer which criteria to evaluate to categorize a
scenario as expedient and realistic.

We believe the list of criteria can be used as guidelines for the industry on
how best to develop and take usage of scenarios for tabletop exercises regard-
ing cyber attacks against IACS. The criteria have been validated as valuable
by the industry. This validation indicates that the criteria may contribute
to preparedness exercises being conducted more efficiently where a valuable
learning outcome is provided.

Respondents from two different operator companies have contributed in
this study. To increase the value of the criteria, it would be valuable to
conduct interviews with more operators. This area would therefore be of
interest to study further.
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Appendix A

Interview guide

Introduction

Brief introduction to our research questions and main goal of the research

Main topics to be discussed (First round of interviews)

• Digital threats against IT-systems in the petroleum industry
• Digital threats directed towards the industrial ICT-systems
• Your experience from preparedness exercises tailored towards digital threats

and in general
• Your experience from working with exercise scenarios (if relevant)

Validation of criteria and scenarios (Second round of
interviews)

Go through each of the criteria and ask if they are considered expedient and
realistic. Ask why/why not. Do the same for the scenarios.

18
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Ending

We want to thank you for contributing to our research. We have gained
valuable input from the interview. If you would like to receive our final result,
we can send it to you when the report is delivered.




